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ON 11 SEPTEMBER 2001, the United States
was subjected to a complex, coordinated, dev-

astating terrorist attack. In less than 2 hours, New
York’s World Trade Center and a portion of the
Pentagon were destroyed, and four commercial air-
liners were lost with all passengers and crew.1

The full national and international response to this
attack continues to take shape. Assessing the attack’s
physical consequences in terms of damage and ca-
sualties will take years.2 On the international front,
the United States has declared war on terrorism, and
President George W. Bush has clearly defined the
national strategic objective as eliminating terrorist
groups “with global reach.”3 An antiterrorist coali-
tion has commenced offensive operations against the
perpetrators and their allies, and that coalition is
sending a consistent message that the fight against
terrorism will be long, costly, and difficult. While
military action is under way abroad, the Bush ad-
ministration has expanded the Cabinet to include a
new portfolio for homeland security, and additional
resources have been committed to improving secu-
rity measures and intelligence capabilities that ad-
dress terrorism. Other countries are also reassess-
ing their arrangements for countering terrorism.4

This response suggests that Bush’s mission to
eradicate international terrorism will require a com-
prehensive set of countermeasures to address every
aspect of that threat before, during, and after an at-
tack. This article proposes a framework to evaluate
the completeness of any strategy for combating ge-
neric terrorist attacks. The framework divides ter-
rorists’ offensive efforts and the counterterrorist re-
sponse into preparatory, crisis, and consequence
phases, each involving a particular set of terrorist
activities that demand specific countermeasures.

Trends in Terrorism
Although the term “terrorist” dates from the late

18th century, terrorism has been used for thousands
of years.5 For most of its history, until the late 1960s,

terrorism has been connected with insurgencies—
a nonruling group’s attempt to influence or over-
throw a ruling group within a country or region.6

From the late 1960s, terrorist activities began to
spread beyond the immediate boundaries of coun-
tries or regions in conflict. The increased mobility
that much of the world’s population experienced
after World War II was probably the major contrib-
uting factor to this trend. Aircraft hijackings, in par-
ticular, became a terrorist technique with great abil-
ity to globalize terrorism. During the first three
decades of the global terrorist period, terrorist tech-
niques tended to limit physical damage or casual-
ties.7 Bombings—terrorists’ historical technique of
choice—tended to have limited effects because of
the size of the devices that terrorists were able to
assemble and transport.8 Similarly, attacks using
small arms tended to produce too few casualties.

One dangerous terrorist tactic employed several
times during the 1970s and early 1980s was the
hostage-siege. The Black September attack on
the 1972 Munich Olympics is a good example of
this tactic. The tactic was also frequently associated
with aircraft hijackings. The hostage-siege focused
world attention on the crisis phase of a terrorist op-
eration and demonstrated that terrorists appreciate
the value of international media and information
operations (IO) in furthering their causes. This link
between terrorist aims and hostage-siege tactics was

Civilian emergency services, such as
fire brigades, ambulance services, and public

health and law enforcement agencies, will
assume their normal roles [during CBRNE

attacks] but will often require a surge capacity to
which military forces . . . may need to

contribute. A smooth transition to large-scale
consequence management operations will

require frequent rehearsal in peacetime.
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demonstrated by hijackings, which usually sought
the release of political prisoners in exchange for
hostages. Negotiation was sometimes a viable gov-
ernment option in resolving these crises because
the terrorists’ demands were affordable, however
undesirable it may have been to concede to crimi-
nals. For most Western nations, the ultimate re-
sponse to the hijacking threat was the develop-
ment of sophisticated specialist capabilities for
resolving hostage-siege crises by force. These were
supported by passive methods such as inspecting

luggage at airports. By the late 1980s, this effort had
largely blunted the hostage-siege threat.9

Beginning in the early 1980s and developing
through the 1990s, a disturbing new trend emerged
in the motivation of the most dangerous terrorist
groups. This was a shift toward more purely reli-
gious bases for their causes, accompanied by a ten-
dency to demonize or dehumanize groups or soci-
eties they opposed. These factors enabled terrorists
to justify methods capable of generating much larger
numbers of casualties.10 This was evident in the
1983 suicide truck-bomb attack on a U.S. Marine
facility in Beirut, Lebanon, and in the 1984 bomb-
ing of the United Kingdom Conservative Party con-
vention in Brighton, England. This trend gathered
momentum during the 1990s.11 Perhaps the most
disturbing demonstration of mass destruction terror-
ism before 11 September was the Aum Shinrikyo
(Aleph) sect’s 1995 chemical nerve agent attack on
the Tokyo subway system.

Another implication of the more religiously or
ideologically based terrorist motivations of the
1990s was a trend toward a Huntingtonesque clash
of civilizations approach; this trend was demon-
strated by the jihadism of extremist Islamic groups
such as Osama bin Laden’s al-Qaeda network.12

This may be a secondary reason for the demise of
the hostage-siege tactic: terrorists’ demands for
civilizational change, such as “end global capital-
ism” or “terminate Western hegemony,” cannot be
physically granted or philosophically conceded by
governments. Negotiation is therefore impossible.13

As with the hostage-siege phenomenon of the

1970s and 1980s, many countries have responded
to the threat of mass destruction terrorism by de-
veloping dedicated capabilities to counter it. These
include measures aimed at the crisis phase of a
weapon of mass destruction or high-yield conven-
tional explosive incident, as well as consequence
management capabilities to mitigate the damage
inflicted by a successful attack.14

Countering Terrorism
International terrorism has been a source of con-

cern to governments for more than 30 years. Over
that period, governments have developed a range of
responses or countermeasures that have evolved into
a distinct body of theory. In some cases, this theory
extends to specific operational capabilities. Before
proceeding to an analysis of terrorist attacks, it is
useful to define at least the key concepts underpin-
ning this body of theory.

“Terrorism” is a loosely defined term that is gen-
erally associated with politically motivated violence
inflicted by nonstate groups, with or without state
sponsorship. Measures designed to deal with terror-
ism are conventionally parsed into several catego-
ries. In U.S. doctrine, these measures are grouped
under the collective term “combating terrorism.”
Within the scope of combating terrorism, activi-
ties are further divided into two categories:
counterterrorism and antiterrorism. Other coun-
tries recognize this general distinction although
the terminology used to refer to each category
sometimes differs.15

“Counterterrorism,” as defined in U.S. doctrine,
refers to offensive measures usually involving le-
thal force taken directly against terrorist operatives
and their activities. The best example of this con-
notation of counterterrorism is the employment of
special recovery tactics to resolve hostage-siege situ-
ations. Because of its association with elite law en-
forcement or military capabilities, counterterrorism
has taken on a secretive and compartmentalized
dimension that may ultimately hinder efforts to
develop a comprehensive government response to
terrorism.16

“Antiterrorism” refers to passive or defensive
measures taken to thwart a terrorist attack. These
measures are extremely diverse and include such
activities as physical security measures, bomb
search and render safe capabilities, facility access
control, and blast-hardening of structures.

“Consequence management” is a term that
emerged in U.S. terrorism jargon during the late
1990s and refers to all measures used to mitigate
the effects of terrorist attacks, particularly attacks
involving chemical, biological, radiological, nuclear,
or high-yield explosives (CBRNE).17

“Counterterrorism,” as defined in U.S .
doctrine, refers to offensive measures usually

involving lethal force taken directly against
terrorist operatives and their activities. The best

example of this connotation of counterterrorism
is the employment of special recovery tactics to

resolve hostage-siege situations.
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The Shape of Terrorist Attacks
The events of 11 September suggest that the cri-

sis phase of a terrorist attack is too fleeting to rely
on crisis management capabilities alone. The 11
September crisis was over in 2 hours, during which
U.S. crisis management options were limited to
shooting down the airliners. Subsequent actions in
New York, rural Pennsylvania, and at the Pentagon
amounted to consequence management, while other
national and international activities were devoted to
preventing the next attack. If 11 September dem-
onstrates a trend toward increasingly lethal terror-
ist tactics, there are significant implications for how
nations address this threat. Two areas of special
concern are:
l The possibility that the destruction achieved on

11 September has recalibrated terrorist actions,
opening the possibility that follow-on attacks will
aim for similar casualty levels.
l The likelihood of terrorists being prepared for

and surviving a destructive coalition response to
their actions. This suggests that a second terrorist

strike will be planned and ready for execution at the
most advantageous time—after an apparently con-
clusive government counterstrike.

If the world is on the brink of an era of mass de-
struction terrorism, the experience of the past de-
cade suggests two apparently contradictory impera-
tives in combating that type of terrorism:
l Forestall terrorist efforts before they coalesce

into a crisis because once a crisis emerges, it may
be impossible to avoid devastating consequences.
This compels a need for proactive countermeasures
to prevent terrorist attacks.
l Anticipate that terrorists—an increasingly

adaptive enemy—will defeat the United States’ pre-
ventive measures at least part of the time.18 This
makes it essential to maintain effective crisis and
consequence management capabilities.

These conclusions suggest the need for a com-
prehensive suite of capabilities and efforts that
can be brought to bear at any point in the evolu-
tion of an attack.

The 11 September attack illustrates that terrorist

One dangerous terrorist tactic employed . . . during the 1970s and early 1980s was the
hostage-siege. The Black September attack on the 1972 Munich Olympics is a good example of this
tactic. The tactic was also frequently associated with aircraft hijackings. The hostage-siege focused

world attention on the crisis phase of a terrorist operation and demonstrated that terrorists appreciate
the value of international media and information operations in furthering their causes.
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groups are developing novel and devastating meth-
ods. Lengthy preparatory phases have preceded sev-
eral of the more devastating attacks of the past 10
years.19 During these phases, new capabilities were
developed, operatives were recruited and trained,
resources were positioned, and the attack was re-
searched and planned.20

In contrast to the preparatory phase, the terror-
ists’ actions on 11 September coalesced into the cri-
sis phase very quickly. Final deployment for and
execution of the attack all took place within a few
hours. As the events of that morning demonstrate,
the U.S. government was unable to react in time to
prevent the terrorists from pressing home attacks
against their targets.21

Consequences were generated even before the last
of the four aircraft had crashed. Recovery efforts at
the World Trade Center site are predicted to con-
tinue for several months. Significantly, the 11 Sep-
tember attacks were essentially conventional explo-
sive incidents that generated mostly prompt
casualties.22 In a successful, large-scale CBRNE at-

tack, a massive decontamination effort would be re-
quired, and delayed casualties would continue to
present over a long period. A consequence manage-
ment phase of two or more years is therefore real-
istic for a large-scale CBRNE incident.

This brief analysis suggests that a typical global
terrorist attack consists of a years-long preparatory
phase, a very brief crisis phase, and a long conse-
quence phase. The same timeline could apply to a
terrorist campaign in which a number of attacks are
made using a range of tactics. In such a case, the
crisis phase could be drawn out, with attacks and
their consequences overlapping.

Using a generic model, the terrorists’ activities
throughout the evolution of their attack can be
posted against the model. Represented graphically,
their activities could look like Figure 1. If counter-
measures are then arrayed against these terrorist
activities, a comprehensive suite of measures and
capabilities emerges as seen in Figure 2.

Comprehensive Countermeasures
Using this model, it is possible to compare ter-

rorist activities in each phase with corresponding
government countermeasures to determine whether
gaps exist in the counterterrorist strategy.

During the capability development or preparatory
phase, terrorist activities will be low profile and of-
ten difficult to link with deliberate hostile intentions.
Countermeasures during this phase will focus on
intelligence gathering and surveillance aimed at
detecting terrorist groups and determining their
motivation and intent. These efforts may also

A typical global terrorist attack consists
of a years-long preparatory phase, a very brief
crisis phase, and a long consequence phase.
The same timeline could apply to a terrorist
campaign in which a number of attacks are
made using a range of tactics. In such a case,
the crisis phase could be drawn out, with attacks

and their consequences overlapping.
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detect terrorist-related criminal activities such as
drug trading. Intelligence gathering may eventually
lead to preemptive strikes against concentrations of
terrorist activity or capabilities although these op-
portunities could be rare.23 Intelligence efforts may
also detect emerging terrorist tactics or capabilities,
enabling the anticipatory development of new cri-
sis and consequence management capabilities.24 Se-
lectively using IO to allow terrorists to learn of de-
fensive preparations, without compromising
operational security, could also deter terrorist acts.

The above measures are largely reactive and, ex-
cept for preemptive strikes, cede the initiative to the
terrorist. There are, however, proactive countermea-
sures available to governments during the prepara-
tory phase. These could fall into two classes: direct
and indirect. Direct countermeasures would consist
mainly of law enforcement and military activities,
such as intelligence gathering, and when possible,
strike operations using air power or special opera-
tions assets.

Indirect countermeasures would consist of pro-
grams aimed at addressing the antipathies that mo-
tivate terrorists’ actions.25 For example, humanitar-
ian aid programs should be synchronized with other
diplomatic and economic initiatives to deprive the
terrorists of a recruiting base of aggrieved persons.
These measures would operate through diplomatic
or economic means but their ultimate purpose would
be informational.

Indirect countermeasures seek to shape the stra-
tegic environment in which the terrorist war is
fought, but these countermeasures are difficult to

aim at specific terrorist activity and are long-term
in nature. The countermeasures should be in place
before the terrorists form their intent to attack and
should continue throughout the crisis and conse-
quence phases. This suggests that the model might
be refined by depicting indirect countermeasures as
a permanent feature of a counterterrorist campaign,
active through all phases of a particular incident.

As indicated earlier, there may be limited oppor-
tunity to apply countermeasures during the crisis
phase of an attack; the growing sophistication of
the most dangerous terrorist groups and their in-
creasing use of suicide tactics suggest that these
opportunities are becoming increasingly rare.
Nevertheless, crisis management capabilities are
still necessary because they ease the transition to
consequence management and bolster public con-
fidence that the government is handling the crisis

Countermeasures during [the
preparatory] phase will focus on intelligence
gathering and surveillance . . . [which] may

eventually lead to preemptive strikes. . . .
[Such] measures are largely reactive and, except
for preemptive strikes, cede the initiative to the

terrorist. There are, however, proactive counter-
measures available. . . . For example, humani-
tarian aid programs should be synchronized

with other diplomatic and economic initiatives
to deprive the terrorists of a recruiting base

of aggrieved persons.

FIGHTING TERRORISM
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competently. If successfully applied, crisis manage-
ment capabilities may also mitigate or even avert
serious physical consequences.  It may be possible
to maintain crisis management capabilities, such as
special recovery assets for hostage-siege situations,
by adapting these from the specialist operations ca-
pabilities needed for strategic strikes. As in the pre-
paratory phase, aggressive and well-coordinated IO
will be essential to government success during an
attack’s crisis phase.

Historically, crisis management has emphasized
traditional counterterrorist capabilities and extensive
command and control arrangements reaching to the
national political level. The CBRNE dimension de-
mands an expanded range of response capabilities
such as bomb search and render safe; chemical, bio-
logical, and radiological agent detection and iden-
tification; and casualty handling. These highly spe-
cialized and demanding fields are beyond the reach
of local governments and highlight the need for a
national capability.

During the consequence phase of an attack, ter-
rorists’ efforts will be devoted to exfiltrating survi-
vors, strategic and tactical repositioning for follow-
on operations, exploiting any informational
advantage, and evaluating the operation. Govern-
ment activities during the consequence phase will
necessarily concentrate initially on relief and recov-
ery efforts. During CBRNE attacks, the scale of ca-
sualties, damage, and disruption can be reduced by
effective and timely consequence management. Ci-
vilian emergency services, such as fire brigades,
ambulance services, and public health and law en-
forcement agencies, will assume their normal roles
but will often require a surge capacity to which mili-
tary forces or other resources may need to contrib-
ute. A smooth transition to large-scale consequence
management operations will require frequent re-
hearsal in peacetime.

During consequence management, other govern-
ment efforts will be devoted to direct countermea-
sures similar to those applied during the preparatory
phase.  These will include meeting law enforcement
challenges, including investigating the attack and
arresting or detaining suspects. The government will
also mount military, diplomatic, economic, and ju-
dicial responses. Early intelligence efforts should be
devoted to determining if the attack is part of a co-
ordinated campaign, cueing preemptive strikes, or
adopting additional protective measures. Analyzing
terrorist tactics can help develop new protective and
consequence management techniques to reduce vul-
nerability in the future.

The direct countermeasures applied during the
consequence phase suggest further refinement of the
generic model by dividing the consequence phase

The direct countermeasures applied
during the consequence phase suggest further
refinement of the generic model by dividing the

consequence phase into two subphases:
detecting and apprehending the perpetrators,

and deliberate responses such as military
retribution and the judicial trial of any arrested

terrorists. This branch of government activity
during the consequence phase thus aligns with

much activity during the preparatory phase,
forming a cycle of countermeasures.
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into two subphases: detecting and apprehending
the perpetrators, and deliberate responses such as
military retribution and the judicial trial of any
arrested terrorists. This branch of government ac-
tivity during the consequence phase thus aligns with
much activity during the preparatory phase, form-
ing a cycle of countermeasures. IO must continue,
aimed at restoring public morale and confidence and
at mitigating any informational advantage the ter-
rorists may have earned. If these refinements are
incorporated into the model, the result could look
like Figure 3.

Planning a Government Response
The preceding analysis shows that an extensive

range of countermeasures must be available if any
country is to have a comprehensive answer to the
threat of modern terrorism. The generic model pro-
posed also has some value in mapping the source
of these capabilities in a federal model of govern-
ment as exists in the United States, Australia, and
many other Western nations.

Federal states tend to divide the responsibility for
providing government services among different lev-
els of government. Typically, these are the federal,
state or provincial, and local or municipal levels.
Federal responsibilities emphasize matters that im-
pinge on national prosperity and security such as
economic, foreign, and defense policy. State and
local governments usually handle matters that more
directly affect individual health and well-being such
as law enforcement, education, health, and emer-
gency services. All levels of government, therefore,
command resources and capabilities that are relevant
to countering terrorism. If the sources of these ca-

Federal resources apply across the
entire attack timeline, while state and local

resources apply more to the crisis and conse-
quence phases. For at least part of the crisis and
consequence phases, resources commanded by

all three levels of government play a role.

pabilities are arrayed against our generic model, the
result could look like Figure 4.

As this representation demonstrates, federal re-
sources apply across the entire attack timeline, while
state and local resources apply more to the crisis and
consequence phases. For at least part of the crisis
and consequence phases, resources commanded by
all three levels of government play a role. This sug-
gests that during these phases, there may be dupli-
cated efforts and, perhaps more dangerously, juris-
dictional conflicts which could hinder the most
efficient and harmonious application of resources.26

The exigencies of a war on terrorism may justify
the abrogation of certain state and local government
jurisdictions in favor of more efficient federal man-
agement. Significantly, traditional military forces are
limited in their application right across the model.

Waging war on terrorism poses significant chal-
lenges for governments. Perhaps the greatest chal-
lenge lies in the range and complexity of counter-
measures that must be developed and implemented
to execute a truly comprehensive strategy. Success-
fully executing such a strategy will require a degree
of coordination and planning that has heretofore
eluded most Western nations, especially those that

FIGHTING TERRORISM
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Indirect countermeasures . . . are
difficult to aim at specific terrorist activity

and are long-term in nature. [They] should be in
place before the terrorists form their intent to

attack and should continue throughout the crisis
and consequence phases. . . . indirect counter-
measures [may be considered] a permanent

feature of a counterterrorist campaign, active
through all phases of a particular incident.

have a federal government system. The high level
of management needed for efficient and robust

countermeasures may necessitate a centralized ap-
proach to planning and execution. This may, in turn,
necessitate that some intrastate jurisdictions sacri-
fice their traditional autonomy.

This article proposes a model for mapping ele-
ments of terrorist threats and corresponding coun-
termeasures to gauge the comprehensiveness of any
putative strategy for combating terrorism.  Like the
Cold War that preceded it, the impending war on
terrorism promises to be a long one that will pro-
vide ample opportunity to test the validity of this
model or any other construct that seeks to organize
governments’ efforts in the emerging international
security environment. MR


